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Agenda

* Top ten security things to do

 How to set up and govern a new, secure multi-account
AWS environment
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Security is Job Zero at AWS

0@

Designed for Constantly Highly Highly Highly
Security Monitored Automated Available Accredited
dWSs
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“Why did we pick AWS?"

CapitalOne
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“The financial services industry attracts some of the
worst cyber criminals. We have worked closely with AWS
to develop a security model, which we believe enables us
to operate more securely in the public cloud than we can
in our own data centers.”

-- Rob Alexander, Capital One's Chief Information Officer

“We think security and identity and access management
done correctly can empower our engineers to focus on
products within clear and trusted walls, and that's why
we implemented an auditable self-service security
foundation with AWS IAM.”

-- Rob Witoff, Coinbase Director

dWs



Shared responsibility model

Customer is responsible for
proper configuration and
operation of cloud services

Security IN
the Cloud

' AWS is responsible for the
Security OF

infrastructure that runs all of
the Cloud cloud services and providing
rich security capabilities

Customer
AWS
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Dynamic over time

Customers using higher level
services plus security services get
more and more “for free”

Security IN
the Cloud

‘ Security OF AWS is constantly raising the
the Cloud bar in service capabilities and

security ease of use

Customer
AWS
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AWS CISO Steve Schmidt: The top ten list
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Ten places your security group should spend time

1 Accurate account info
2 Use MFA

5 No hard-coding secrets
4 Limit security groups

> Intentional data policies

10

Centralize AWS CloudTrail logs
Validate IAM roles

Take action on GuardDuty findings
Rotate your keys

Being involved in dev cycle

dWs




Ten places your security team should spend time

1) Accurate account info
25 Use MFA

59 No hard-coded secrets
47 Limit Security Groups

>’ Intentional data policies
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10

Centralize AWS CloudTrail logs
Validate IAM roles

Take action on security findings
Regularly rotate credentials (keys)

Get involved in the dev cycle
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Ten places your security team should spend time

® Accrateaccountinfo (AT
@ UseMrA 7 Validateiamroles
_ ‘ Take action on security findings
@ Limicseuriyorovps  ([DIRCGEE R
_ ‘ Get involved in the dev cycle
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Five of ten: the quick (or at least, start now) list

_ ‘ Centralize AWS CloudTrail logs
_ @ validate IAM roles

‘ No hard-coded secrets _
_ ‘ Regularly rotate credentials (keys)
' Intentional data policies _

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.




Let's get started!
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1. Accurate account info

* Correct email and phone number

* Use a root principal email address that
Isrl)gg?;r;: ;ﬁ:ﬁ,gz gg:':a[:;?f)glii;r;r:geE‘doi‘t)%u)t’[%? .can add an alternate contact for Billing, Operations, and Security communications. To re a C h e S m O re t h a n O n e p e rS O n !

Please note that, as the primary account holder, you will continue to receive all email communications.

—_ « At a minimum use a distribution list

Contact: None

Operations © « Better: a shared inbox with forwarding rules

Contact: None

Securly 0 « Carefully control access to the inbox
| (email)!

« Activate the security contact email,
using the same approach

 Use these all addresses as a detection
point, billing alerts are a good thing

v Alternate Contacts Edit
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2. Use MFA

dWsS « MFA adds an extra layer of protection
on top of name and password for root,
interactive |IAM users

Multi-factor Authentication . Virtual MFA devices

Please enter an MFA code to complete sign-in.

MFA Code: e U2F secu rlty key

» Hardware MFA device
e

 |dentity federation changes the
approach, but not the best practice
« Use MFA at your identity provider
 Even works with AWS CLI (version 2)
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4. Limit Security Groups

A surprisingly common mistake customers make
is not using Security Groups effectively

Don't assign public IPs to EC2 instances for
convenience!
« Use bastions hosts or Client VPN to connect

« Or Systems Manager Session Manager (and
VPC Endpoints) for highly secure interactive
access to EC2 instances

* If you must, lock down access to very limited
number of IPs using Security Groups

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



4. Limit Security Groups (continued)

For public IPs, limit 0/0 traffic to “hardened”
endpoints

* No ports 22 (SSH), 3389 (RDP), 3306 (MySql), 9300
(Elasticsearch), etc.

« Scan your own public IPs

Even inside your VPC, lock down inter-instance
traffic to what is absolutely required

» Load balancer to web tier
« Web tier to application logic tier
» App tier to data tier

Use Firewall Manager to manage centrally
Security Groups across VPCs, accounts
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8. Take action on service findings

GuardDuty

Q=

Access Analyzer

Amazon Inspector

AR Amazon Macie

Security Hub
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Findings come from more than just Guard Duty!
Security Hub is there - use it!

Each of the findings that come out of these
services can tell you different things about your
infrastructure

If one of these services tells you something you
too often ... or you don't want to hear... be very
careful about suppressing warnings!
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8. Take action on service findings

GuardDuty

=

Access Analyzer

Amazon Inspector

AR Amazon Macie

Security Hub
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Findings come from more than just Guard Duty!
Security Hub is there - use it!

Each of the findings that come out of these
services can tell you different things about your
infrastructure

If one of these services tells you something you
too often ... or you don't want to hear... be very
careful about suppressing warnings!

This is the way it should look
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10. Get involved in dev cycle

Speed up
delivery!

Make it good Keep it stable
enough and by minimizing
hand it over! changes!

~N ~\
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Bolt on security
and minimize
changes!
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DevSecOps

The business
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The modern automated software factory

CONTINUOUS INTEGRATION .@.

CONTINUOUS DELIVERY @

SOURCE TESTING &
[ CONTROL ] [ BUILD ][ STAGING

[ PRODUCTION] [ MAINTAIN ]

COMMIT CHANGES BUILD ARTIFACTS DEPLOY TO TEST ENVIRONMENT DEPLOY TO
RUN INTEGRATION, SECURITY, PRODUCTION ENVIRONMENT

LOAD AND OTHER TESTS

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

MANAGE RUNTIME

dWs



Security must be built in to the CI/CD Pipeline

CONTINUOUS INTEGRATION Q CONTINUOUS DELIVERY @

SOURCE TESTING &
[ CONTROL ] [ BUILD ][ T ] [ PRODUCTION] [ MAINTAIN ]

COMMIT CHANGES BUILD ARTIFACTS DEPLOY TO TEST ENVIRONMENT DEPLOY TO MANAGE RUNTIME
RUN INTEGRATION, SECURITY, PRODUCTION ENVIRONMENT
LOAD AND OTHER TESTS

lications & Infrastruct
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Govern multi-account
AWS environments at scale
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Account models

-

\_

-

One
account

~

1,000s of
accounts

e
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Balancing the needs of builders and central
cloud IT

Builders: Cloud IT:

Stay agile Establish governance
Innovate with the speed and Govern at scale with

agility of AWS central controls

dWs
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More innovation, greater agility, with control

@@ Agility

Experiment

Be productive
Empower distributed
teams
Self-service access

Respond quickly
to change

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Don’'t choose between
Agility or Control

You need and want
both

1| [ ] I
Ig 5‘1“ Governance

Enable
Provision

Operate

Secure & Compliant

Operations & Spend
Management
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AWS management and governance services

K3 1 =0
B> D (] = Q
@ LR AL Q o°
Z AWS AWS AWS AWS AWS Well-
< Control Tower  Organizations Budgets License Manager Architected Tool
o
c o
5| provieion (c2) B ® 2%
> rovision @ 9 AWS NS AWS AWS
) @ CloudFormation Service Catalog OpsWorks Marketplace
©
o
v o
n (R £ i &> qn HE
Amazon AWS AWS AWS Systems AWS Cost and AWS
CloudWatch CloudTrail Config Manager Usage Report Cost Explorer

_ BUSINESS AGILITY + GOVERNANCE CONTROL ‘
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AWS Control Tower: Easiest way to set up and
govern AWS at scale
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What is a “landing zone"”

* A configured, secure, scalable, multi-account (multiple resource containers)
AWS environment based on AWS best practices

» A starting point for net new development and
experimentation

» A starting point for migrating applications

 An environment that allows for iteration and extension over time

dWs
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Enable governance

(% Enable

Establish
guardrails

Set up an AWS
landing zone

Manage
continuously

Centralize identity : __ ,,,,, __ Automate compliant
and access 179k account provisioning

pommmm e[S o
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Set up an AWS landing zone

. Master account

B
Slals

A 4

AWS Control Tower AWS Organizations AWS Single
Sign-On
¥ V \Z v N 4
N B  IE —
! &) ] =8
Stack AWS Service Core OU Custom AWS SSO
sets Catalog I ou directory
Voot TTm T T vy TTTTTTTTT ¥

. Log archive
account

=5 f
R 1,
Account  Aggregate
baseline AWS CloudTrail
and AWS
Config logs

' Audit account

Account Security cross-
baseline account roles

Gk

Security Amazon
notifications CloudWatch
aggregator

. Provisioned
accounts

Account Network
baseline baseline

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Landing zone - a preconfigured, secure,
scalable, multi-account AWS environment
based on best practice blueprints

Multi-account management using AWS
Organizations

Identity and federated access management
using AWS SSO

Centralized log archive using AWS CloudTrail
and AWS Config

Cross-account audit access using AWS SSO
and AWS |IAM

End user account provisioning through AWS
Service Catalog

Centralized monitoring and notifications
using Amazon CloudWatch and Amazon SNS

dWSs
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Multi-account architecture
. Master account

N
« Master account: designation of your
AWS Organizations « g
existing account to create a new
2 % organization. Also your master payer

Core OU . Custom account

0]V)
« Organization consists of 2 OUs with pre-
.Audit
account

|
I L]
! configured accounts -
:
|
<
EEED
:
|
1
|
I

&
0

. Provisioned | - Core OU: AWS Control Tower-created

accounts, i.e., Audit account and Log
archive account
>0 B . .
Log ¢ Custom OU: Your provisioned
archive
count accounts
BE |
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Centralize identity and access
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AWS SSO provides default directory for
identity

AWS SSO also enables federated access
management across all accounts in your
organization

Preconfigured groups (e.g., AWS Control
Tower administrators, auditors, AWS
Service Catalog end users)

Preconfigured permission sets (e.q.,
admin, read-only, write)

dWs



Establish guardrails

. Preventive guardrail

=) C

= =)

Granular AWS SCP
policies

. Detective/remediable
guardrails

Granular AWS Config
AWS policies rules

—_
Enable

Enable

. Organizational
units

Accounts

. Organizational
units

Accounts

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

©

g

Output  Always
compliant

- ©

Output Compliant
— (3
Output

Non-

compliant

Guardrails are preconfigured governance
rules for security, compliance, and
operations

Expressed in plain English to provide
abstraction over granular AWS policies

Preventive guardrails: prevent policy
violations through enforcement;
implemented using AWS
CloudFormation and SCPs

Detective guardrails: detect policy
violations and alert in the dashboard;
implemented using AWS Config rules

Mandatory and strongly recommended
guardrails for prescriptive guidance

Easy selection and enablement on
organizational units

dWSs
!



Services v Resource Groups ~ * [\ Admin/0490293 @ 423... ~ Oregon ~  Support ~
AWS Control Tower X AWS Control Tower Dashboard

Dashboard
» Recommended actions

Accounts
Organizational units

Guardrails Environment summary Guardrail summary
Users and access

Account factory _7) 3 4 2 8 1 2

Shared accounts ot . . . . :
Organizational units Accounts Preventive guardrails Detective guardrails

Noncompliant resources info

D a S h b o a | d Resource ID Resource type Service Region Account name ou Guardrail

vol-842jhdksj83821234  Volume EC2 us-west-2 db-uswest-1-gamma Custom Enable encryption for EBS volumes at

[ ]
O | ove | S I g l vol-05flia830kd209897  Volume EC2 us-east-1 testing-beta-1 Project 1 Enable encryption for EBS volumes at

59-031234b83bac98765 Security Group eu-west-1 ops-test-4 Project 1 Disallow internet connection through

Organizational units o

Name Parent QU Compliance
Core Root ® Compliant
Project 1 Root ® Noncompliant

Custom Root (3 Noncompliant

Accounts

Account name Account email Organizational unit Compliance status

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.




AWS Control Tower capabilities

» Framework for creating and baselining a multi-account environment using AWS Organizations
* Initial multi-account structure including security, audit, & shared service requirements

» An account vending machine that enables automated deployment of additional accounts with a
set of managed and monitored security baselines

* A management console that shows compliance status of accounts
» The ability to apply AWS best practice guardrails and Blueprints to accounts at account creation

» The ability to detect and report on any drift/changes that have occurred that deviate from initial
configuration options

 User account access managed through AWS SSO federation
* Integration options with other 3 party SSO providers (PING/OKTA, Azure AD — native support)
» Cross-account roles enable centralized management

» Multiple accounts enable separation of duties
* Initial account security and AWS Config rules baseline
* Network baseline

dWSs
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Case Study: Deutsche Borse Group

DEUTSCHE BORSE
GROUP

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

“We started using AWS Control Tower to speed up our
AWS account creation with its 'Account Factory."

“It gives us an easy way to create accounts across our
organization and establish guardrails to enforce or check
for policy compliance. Now our teams can quickly create
accounts with pre-configured permissions to enable us to
perform audit or administrative actions.”

-- Christian Tueffers, Deutsche Borse Group Cloud Architect
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ummary
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Ten places your security team should spend time

1) Accurate account info
25 Use MFA

59 No hard-coded secrets
47 Limit Security Groups

>’ Intentional data policies
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Centralize AWS CloudTrail logs
Validate IAM roles

Take action on security findings
Regularly rotate credentials (keys)

Get involved in the dev cycle
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Five of ten: the quick (or at least, start now) list

_ ‘ Centralize AWS CloudTrail logs
_ @ validate IAM roles

‘ No hard-coded secrets _
_ ‘ Regularly rotate credentials (keys)
' Intentional data policies _
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AWS Control Tower key features

Automated landing zone
with best practice

blueprints

Guardrails for policy

management

Account factory for

@ account provisioning

Built-in identity and access
management

Preconfigured log archive and
audit access to accounts

Built-in monitoring and
notifications

Dashboard for visibility
and actions

@ (0) (@ @

Automatic updates
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Thank youl!
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